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L BBBEJAEHUE

HacrosimusiT  OKyMEHT oOmucBa IMpolenypara IO TeHEepUpaHe | U3/aBaHe Ha
TpPaHCIIOPTEH cepTU(UKAT 3a IEIUTE HA EICKTPOHHUS 0OMEH Ha ChOOIICHUSI.

II. ITOITBJIBAHE HA BJIAHKA 3A PETMUCTPALIA 3A U3JABAHE HA
TPAHCIIOPTEH CEPTU®UKAT

[MombnBa ce [punoxenue 1. branka 3a uzdaéane Ha mpancnopmen cepmuuxam.
3a mpuMepHU JaHHM MOXe Ja ce m3noyi3Ba [lpwmokenwe 2. [lpumepna Onanka 3a
u3oasane Ha MPAHCNOPMEH CepMUPUKAm.

1. T'EHEPUPAHE HA KJIIOUOBA JIBOMKA U 3ASIBKA 3A U3JJABAHE
TPAHCIIOPTEH CEPTU®UKAT C IIOMOIITA HA OpenSSL

1. MHucramupane na OpenSSL

[Ipu Linux-6a3upanu oOmepaniMoOHHM CHCTEMH, TOBAa MOXXE Ja CTaHe, KaTo H3I0JI3BaTe
WHCTPYMEHTHUTE 32 YIPABJICHUE HA MAKETUTE Ha ChOTBETHATA AUCTPUOYIIHS UM OT U3XOJIEH KOJI.
[Ipouenypara e TectBana ¢ Bepcus 1.0.2g.

[Tpun Windows-06a3upanu omepanoHHU CHCTEMH, TOBA MOXKE Ja CTaHE, KaTO H3TErIUTe U
WHCTaNIUpaTe MOCIeIHUs KoMmuiaupan auctpulytus. [Iponeaypara e rectBana ¢ Bepcus 1.1.0 e.

2. Craprupane Ha OpenSSL

[Ipu Linux-6a3upanu omepanuoHHu cuctemu, cien kato OpenSSL Bede e mHCTanmupaH,
CTapTUPAHETO CTaBa ¢ KOMaHaTa: openssl

I[Ipu Windows-6a3upanu omepallMiOHHU CHUCTEMH, OT JupekTopusita "bin" Ha
pazapxuBUpaHHs TUCTPUOYTHB ce crapThpa "openssl.exe". B pe3yntaT Ha ToBa c€ OTBaps
KOH30J1aTa 3a u3nbiHeHue Ha komauau Ha OpenSSL. [TonkanBaHeTo B KOH30/1aTa € ¢ peduKca
"OpenSSL> ".

3. T'enepupane Ha (aiij, KOWTO 1Ie CHABPKA YACTHUA KJIIOY

I'enepupaneto Ha RSA nBoiika myOnmudeH/4acTeH KIIIOY C€ W3BBPIIBA C KOMaHJATaTa:
genrsa -out file.key 2048

, KbJIETO:

—  file.key — HauMeHOBaHME Ha (hailiia ChABPIKAI YACTHUS KITFOY;
— 2048 - 6poii OuTOBE, OT KOUTO C€ CHCTOM KIIIOUA.

[IpumepeH U3xo/ OT U3MTBIHEHUETO HA KOMaHaTa:

OpenSSL> genrsa -out file.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)



Feﬂepnpaﬂe Ha 3asiBKa 34 U3JaBaHC Ha ceme[)mcaT

I'enepupaneTo Ha 3asBKa 3a M3AaBaHe Ha cepTH(UKAT Ha Oa3ara HA TEHEPHUPAHUS YaCTEH

, KbIETO:

KI04: req -new -key file.key -out file.csr

—  file.key — HammeHOBaHME Ha (Qailla ChIBpPXKAIL YACTHUS K04 (TE€HEpUpaH OT
MPENX0/IHATa CTHIIKA);

—  file.csr — nanmeHoOBaHUeE Ha (aiiia cChIbpIKall 3asBKaTa 3a U3JaBaHe Ha cepTuduKar.

IIo BpCMC Ha H3IIBJIHCHUCTO Ha KOMaHAA4Ta, MOCJIICA0BATCIIHO CC BBBCIKIAT HAHHUTC OT

[Tosie

Omnucanue

MombJIHEHATa OJIaHKa 3a perucTpanms 3a 1oJjcrara:

[Ipumep

Country Name
(2 letter code)

State or
Province Name
(full name)

Locality Name
(eg. city)
Organization
Name (eg.
company)

Organizational
Unit Name (eg.
section)

Common Name
(eg. YOUR
name)

Email Address

JIBYOYKBEH KO/
Ha J'bp>KaBaTa Ha
JIATHHUIA

EUK/BYJICTAT
Ha
OpraHU3anusTa
npedUKCUPaH C
”B:ll

HaceJIeHO MSICTO
Ha JIATUHHUILA

HaWMEHOBaHHE
Ha
OpraHu3anuATa
Ha JIaTHHHI A

HaWMEHOBaHHeE
Ha 3BEHO

HauMeHOBaHUe
Ha XOCTa 3a
KOMYHMKaIus!

MMeNJ afpec 3a
KOHTAaKT

BG

B:000695025

Sofia

Administratsiya X

Administrative Office

administratsiyaX.obmen.local

obmen@administratsiyaX.bg

Bcuuku ocrananu nmojieta morat Ja 6’bI[aT OCTAaBCHHU IIpa3HH.

! HamMeHoBaHHETO Ha XOCTa TpsGBa Ja CHOTBETCTBA HA YACTTA C HAMMEHOBAHHMETO HA XOCTA, HA KOWTO mie Obae
myOnmuKyBaHa ye0 ycmyrata 3a KoMyHHKanusa. Hampumep, ako ycmyrata me ObAae myOimKkyBaHa Ha ajpec
https://administratsiyaX.obmen.local:8443/, TO HaNMEHOBAHUETO Ha XOCTa cieqBa na
obne" administratsiyaX.obmen.local".



HpI/IMepeH HU3X0J OT U3N'BJIHCHUCTO HA KOMaHaaTa:

OpenSSL> req -new -key file.key -out file.csr

You are about to be asked to enter information that will be incorpo
rated

into your certificate request.

What you are about to enter is what is called a Distinguished Name
or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:BG

State or Province Name (full name) [Some-State]:B:000695025
Locality Name (eg, city) []:Sofia

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Administ
ratsiya X

Organizational Unit Name (eg, section) []:Administrative Office
Common Name (e.g. server FQDN or YOUR name) []:administratsiyaX.obm
en.local

Email Address []:obmen@administratsiyaX.bg

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

S. M3npamaHe Ha 3asiBKaTAa 3a U3JaBaHe HAa cepTUuKaTt

[TombnHenata OnaHka OT MpeaXoJHATA IJIaBa 3a€IHO C T'eHepUpaHaTa B T.3 3asBKa 3a
u3naBaHe Ha ceprudukar (daiina "file.csr'") ce u3mpamar 1o eJICKTPOHHATA IOIA HA aJIpec cert-

req@e-gov.bg

6. MH3naBaHe Ha TPaHCNOPTeH cepTUdUKAT

JloCTaBYMKBT Ha YAOCTOBEPUTEIHH YCIYrd TPOBEPSBA JAlH JaHHUTE OT MOIbJIHEHATA
OJlaHKa ¥ reHepupaHaTa 3asBKa ChBIA/IAT.

AKO JaHHHWTE HE CHBIAJAT, JOTABYMKBT MMa MPABO Ja OTKAXKE M3JaBaHEe Ha TPAHCIOPTEH
cepTuduKar.

AKO JaHHUTE CHBMAJAT, IOCTABYMKBT M3JaBa TPAHCIOPTEH CEpTU(HUKAT U TO U3IpaIia Mo
€JIGKTPOHHA TIoIa 00paTHO Ha aIMUHHUCTPATOPa

7. Excnoprupane Ha ceprudukara BbB (popMar 3a HHCTAJIMPaHe

JloCTaBYMKBT HA YJOCTOBEPUTEIIHM YCIYTH H3Mpalia TPAHCIOPTHUS CEPTHQPHUKAT TMOJ
dopmata Ha X.509 ceprudukar BbB Qaiin ¢ pasmmpenue ".cer".

3a 1a Moke J1a ObJIe MHCTAIMPaH, CepTU(UKATHT TPsAOBa Aa ObJc OOCAMHEH C YaCTHHS KITFOY
ot 1.1 B PKCS#12 xpanunuiie BbB Qaiin ¢ pasmmpenue ".pl2".

ToBa Moxe na crane ¢ koMaHgaTta: pkcsl2 -export -in file.cer -out file.pl2 -
inkey file.key

, KbJCTO:



—  file.cer — HauMeHOBaHHME Ha (aiila ChIbpKAIl W3JaJEHUS B T.5 TPAHCIOPTEH
cepTu(UKaT, MOIY4YEH OT JOCTABYMKA HA YTOCTOBEPUTEITHH YCIYTH;

—  filepl2 — wnaumeHoBaHue Ha (aiina CHABPXKANL TPAHCHOPTHHUA CEpTUPUKAT U
HETrOBHSI YaCTEH KJII0Y, TOTOBH 32 MHCTAJIMPAHE;

—  file.key — HanMeHOBaHuWe Ha (aiia ChIbpIKaIll YaCTHUSA KIIIOU TeHepUpaH B T.2.
[To Bpeme Ha W3MBIHEHHETO HA KOMaHJaTa ce BBHBEXKAAa Mapojia 3a 3alUTa Ha

reHepupanus ".pl12" dain.

HpHMepeH Hn3X04 OT M3II'BbJIHCHUCTO HA KOMaHJaTa:

OpenSSL> pkcsl12 -export -in file.cer -out file.pl2 -inkey file.key

En
Ve

IV.

ter Export Password:
rifying - Enter Export Password:

KOHTAKT

3a IOMBJIHUTETTHU BBIPOCU HA UM cert-req @e-gov.bg

V.

IMTPUJIOXXKEHMA

Mpunoxenue 1. branxa 3a uzoasane Ha mpancnopmen cepmugpuxkam

ZlaHHI/I BKJ/IIOY€HHU B CbABPKAHHUETO Ha

HauMeHoBaHUe YAOCTOBEPEHUETO

KaHnoHHu4HO UMe Ha cbpBBbp/Common

Name?

HanmMeHoBaHUe Ha
opranu3sanus/Organization?

EUK/B

yJcrar/State of Province*

Wme Ha rpajg/Locality

Wme Ha abprkaBata/Country

JlaTta

Box. mpunoskenust gaiin registration_edoc_blank.xls.

Ipunoxenue 2. [lpumepna branxa 3a uzoasame Ha MpPancnopmer cepmupuxkam

,ﬂaHHI/I BKJ/IOY€HHU B CbABPKAHUETO HA

HanmeHoBaHue YAOCTOBEPEHHETO
KaHoHH4YHO UMe Ha cbpBBbp/Common administratsiyaX.obmen.local
Name>

HanMeHoBaHUe Ha Administratsiya X

opranu3sanus/Organization®

2 BriucBa ce TOYHUAT aJpec Ha CUCTEMara.

3 BB3MOXHO € H3NMCBaHE IO JBa HauuHa: a) TpaHciaurepauus cnopel 3akoHa 3a TpaHCIUTepauusTa win 0)
AHIIMHACKY e3UK

4 Nzmucsa ce (9 wm 13 mudpern) EUK/BYJICTAT Ha chOTBeTHaTa OpraHU3AIUATA.

> BricBa ce TOYHHST aJpec Ha cucTeMaTa, KOWTo € nmpeaBapurtenaHo onpexaeneH ot JAEY.

 B3MOXHO € H3MHCBAHE 10 JBa HAuMHA: a) TPAaHCIMTEpalHs CIOpPel 3aKOHA 3a TPAHCIMTEPALHATA MM O)
AHIIHNACKH e3UK

5



EUK/Byscrart/State of Province’ 000695025

Wme Ha rpajg/Locality Sofia
Wme Ha abpkaBaTa/Country BG
Jata 31.03.2017

Bx. mpunoxkenus ¢aiin registration_edoc_example.xls.

7 Msnincaa ce (9 wmm 13 undpen) EMK/BYJICTAT Ha chOTBETHATa OpraHU3aIHATA.



